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Introduction To  
Fraud Red Flags

Red flags can be found in any document at any 
point during the review of a loan file. It is our job to 
recognize these irregularities and determine whether 
the red flags may lead to potential fraud. As you 
review a loan, try to form a story in your head! If at 
any point in that story something does not make 
sense to you, pause: It doesn’t mean you have found 
fraud, but generally, the more red flags you see, the 
higher likelihood of fraud. 

What can be done to help combat mortgage fraud?
  Build Awareness – continue to educate 

yourself and learn how to “trust your gut”.
  Utilize Approved vendor lists – we rely on a 

lot of people to do jobs ethically – these lists 
will help.

  Monitor Ineligible lists or watch lists - verify 
history of vendors to ensure the people you 
work with are not flagged.

  So many websites and online tools! – use 
them! Some cost a fee, but many are free 
and are great ways to learn if something is 
truly fraudulent.

What should you do if you suspect fraud?
  Discuss with manager.
  Use online tools if possible.
  Leave review to professionals or seasoned 

reviewers.
  Use 3rd party investigator if possible.

Watch Me!
Intro To Fraud Red Flags
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All documents may reveal a red flag, but only ONE 
document is found in EVERY loan file, which is 
the loan application! Within this one document, 
there are over 100 fields that may need to be 
completed. So, the possibility of a red flag or fraud 
in the loan application increases due to the amount 
of information required. Be sure the document 
is properly completed and that there are no 
inconsistencies when compared to other documents 
in the loan file. Take a look at some real red flags.

Loan Application, 
SSN and Credit 
Documentation

Watch Me!
Loan Application, SSN & 

Credit Documentation video
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Loan Application, 
SSN and Credit 
Documentation
The Social Security Number (SSN) is one of the most 
important pieces to the loan. Check out the video and 
find out the how distribution of the SSN has changed 
over the years.

  The first three digits are the AREA number 
which was assigned by geographical region 
based on where someone was born.

  Since June 20th, 2011, the numbers are now 
being assigned randomly to help combat 
fraud.

  Middle two digits are called the GROUP 
number and they range from 01-99

  Last four digits are the SERIAL numbers and 
run from 0001-9999

Credit reports can also have many red flags that 
may not be fraud, but could simply be a sign of credit 
mismanagement. 

Just remember, a newly issued Social Security 
Number might be an immigrant new to our country. 
However, it could also mean someone has stolen the 
identity of a child. Therefore, don’t assume. Research 
when you can.

Watch Me!
Loan Application, SSN & 

Credit Documentation Video
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Income and Tax

Fraudsters do not realize how many different specific 
tax rules apply to the income documents we all receive. 
There are state specific taxes, city specific taxes, and 
different federal rules. All of which can trip someone up 
if they are trying to commit fraud.

What red flags do you see on this W2? Answers can be 
found on page 10.

Watch Me!
Income & Tax

Read Me!
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Assets

Like the credit report, assets documents can reveal 
red flags that are not necessarily fraud. They 
can show a borrower who cannot manage their 
own funds. But they can also be fabricated with 
falsified balances, deposits, and even owners of 
the accounts. A Verification of Deposit may confirm 
these suspicions so be sure to obtain the proper 
documentation from the bank holding the funds.

What red flags do you see on this document?

Answers can be found on page 11.

Watch Me!
Assets
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Appraisals

Appraisals can be difficult to detect red flags. Look at 
the top two lines of the report. Does the subject price 
fall within the ranges listed on those top two lines?

If not, you have a red flag as the value would be outside 
what is currently selling in the subject’s neighborhood.

What are the red flags on this document?

Answers are on page 12.

Watch Me!
Appriasals

Read Me!
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Closing 
Documentation

Post-closing documents are some of the most 
important documents for fraud investigators – 
particularly the Closing Disclosure. It may seem 
like fraudsters believe that lenders never look at the 
documents once the loan closes!

Recent statistics show that there is an increase in 
escrow officers’ involvement in fraudulent activity.

Much of this goes back to our discussion of fraud 
for profit from our Mortgage Fraud Fundamentals 
video. It involves multiple parties, multiple 
misrepresentations, and the motivation is to make 
money and deceive lenders.

So continue your review and investigation through 
the process of closing the loan. You never know 
where you might catch someone in the act.

Watch Me!
Closing Documentation
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Income

Answers for finding Red flags example: 

  “Contractors” spelled wrong
  Social Security and Medicare deductions are 

incorrect
  Copy D for Employer
  Missing Employer ID Number
  Boxes 1, 3, and 5 are identical
  Social Security Number is invalid
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Assets

Red flags include: 

  Balance did not change from final to previous 
  Basic math errors
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Appraisals

Red flags include:

  Value not supported by neighborhood comps
  Excessive distance for comps
  Unreasonable comp sales prices
  Excessive adjustment throughout
  Across the board adjustments
  One-way adjustments
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1. What are red flags?
2. Do red flags always mean fraud?
3. What types of documents can fraud be found in?
4. What are a few of the more common red flags you  

might see?

5. When reviewing the loan application, what are  
some potential red flag areas?

6. Name the three sections of a Social Security 
Number

7. Is this a valid SSN? 923-00-0000  
Yes or No? WHY?

8. When did Area numbers >772 or >800 become valid

9. What are a few common red flag areas in income 
docs?

10. What does the FICA consist of?
11. What are the Social Security and Medicare 

deductions?
12. Does Social Security have a cap on the deductions?
13. What other taxes or deductions could be a potential 

red flag?
14. Name a few red flags found within asset documents.

Fraud Red Flags  
- Quiz

Loan Application,  
Social Security Number 
& Credit Documents

15. What red flags might appear on a Verification of 
Deposit?

16. Why is it important to obtain all pages of the asset 
statement?

17.  What are some red flags might you find in the 
photos within the appraisal?

18. What are some red flags you might find on the 
comparable page?

19. True or False: Once a loan closes the review for red 
flags stops?

20. What are two significant red flags found within the 
Closing Disclosure?

Asset Documents

Appraisals

Closing Documentation

Introduction To  
Fraud Red Flags

Income and  
Tax Documents

Answer Me!
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1. What are red flags?
 Irregularities and inconsistencies found in a loan file 

that are not common to most situations.
2. Do red flags always mean fraud?
 No! But you should research as needed and treat 

each red flag in a case by case view.
3. What types of documents can fraud be found in?
 Any document! Income, assets, credit, appraisals, 

closing, etc…
4. What are a few of the more common red flags you 

might see?
 Signature issues, Social Security Inconsistencies, 

Typos, Handwritten Edits, etc…

5. When reviewing the loan application, what are some 
potential red flag areas?
Really, all areas can have red flags. But pay close 
attention to some numbers like the SSN, Education 
and type of job, and years on job with the borrower’s 
age.

6. Name the 3 sections of a Social Security Number
 xxx = Area Number; xx = Group Number; xxxx = 

Serial Number
7. Is this a valid SSN? 923-00-0000 Yes or No? WHY?
 No! Can never begin with a “9” , “00” is not a 

valid Group number and 0000 is not a valid Serial 
Number.

Fraud Red Flags - Quiz

Loan Application,  
Social Security Number 
& Credit Documents

8. When did Area numbers >772 or >800 become valid 
Social Security Numbers?

 June 20th, 2011
9. What are the primary attributes of a credit report?
 Borrower’s name, Social Security Number and Address
10. What are some red flag areas found within the Credit 

Report?
 Social Security variations are always red flags; length 

of credit connected with the borrower’s age; excessive 
credit inquiries; Conflicting

11. What are a few common red flag areas in income docs?
 Rounded Numbers, VOE signed by someone other than 

Payroll or HR, EIN, Basic math errors or inconsistencies, 
SSN inconsistencies

12. What does the FICA consist of?
 Social Security and Medicare deductions 
13. What are the Social Security and Medicare deductions?
 Social Security: 6.2% and Medicare: 1.45%
14. Does Social Security have a cap on the deductions?

Yes! Each year the IRS provides as limit to the amount 
someone can be taxed for Soc Sec. In 2017 it is $127, 
200 with a max deduction of $8,700.

15. What other taxes/ deductions are potential red flags?
State specific taxes like disability or city specific 
deductions like City Wage taxes

16. Name a few red flags found within asset documents.
 Income level does not support assets; balances do not 

match from one statement to the next; overdraft charges; 
Fees being charged on high balances, etc…

Income and  
Tax Documents

Introduction To  
Fraud Red Flags

Answer Key!
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Closing Documentation
the reviews stop.

22. What are two significant red flags found within  
the Closing Disclosure?

 1) Sales prices differs from the purchase    
contract;

 2) Unusual payouts or disbursements to people   
unrelated to the transaction

17. What red flags might appear on a Verification of 
Deposit?

 Someone on the account that might not be on loan; 
current balance is not supported by last 2 months 
average balance; the account was recently opened

18. Why is it important to obtain all pages of the asset 
statement?

 Not only is it basic mortgage guidelines in most cases, 
but you never know what information you might find on 
some pages. You may find that “fee” explained in more 
detail that could cause additional investigation.

19. What some red flags might you find in the photos 
within the appraisal?

 A For Sale sign on a refi; photos show a ranch but the 
home is described as a 2-story; home listed “as is” but 
shows significant physical depreciation and concerns; 

no comments on proximity to major roadway or railroad 
tracks, etc…

20. What are some red flags you might on the comparable 
page?

 Excessive adjustments; across the board (aka 
one-way) adjustments; comps not in the same 
neighborhood; old comp sales

21. True or False. Once a loan closes the review for red 
flags stops?

 False! Many companies have post-closing teams 
that will review the documents to ensure there are no 
issues. Just because the loan closes, does not mean 

Asset Documents

Appraisals

Fraud Red Flags - Quiz
(cont.)

Answer Key!


